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"Rl L6 msgl" e drafllL Qzmflepub Fribs @Cauwrw Bl CorFigsdr ereucurg B QpISeTper
aaTuamg dlaurdlésab. suhaps sHLLSGD garPu oirs, @bu fFid ek, SOWPETH DiTs

S Elweneu GoHAaET e Berer FLougdamEsdar S ayb.

Discuss how technology-driven financial cyber frauds such as "digital arrest” operate. Evaluate the measures taken

by the Union Government, the Reserve Bank of India and the Government of Tamil Nadu to counter them.
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1. Qe Geirarenfl — 2 & Bloearpb (srEs weraubs aupdg SMW (Crl.) 3/2025)

o HCLmur 2025 — KL aag Cuorsy GNsg o d& BHlarmbd sTE@s Weraubg asel ude) (WHu SbuSur
Gurell BHlerm oy, Cammsarmed ¥1.05 Camg Qbsg QFTLESLD).

e 01.12.2025 — pr( sweilu yegfl' L aagl aup&@ser CBl dlarflés o ssray.

o 28.07.2026 — "4 L vagl-psé GHnwe FLFHd saflls GHOLTS euanrunidg, SO S Sar auphiGaig LbHM
gardu s uflfalldasmb erear iwie| (52 BHud giw arbs, Budser griwrawur ursd, of. Curse)
SAGEET

o 04.08.2026 — auridlser sharellsl Lhmis senl NFlliugharear BReowrear BaLwpanaw (SOP) RBI prerg eury g dle
gha Ceuetr(HId; TBlevkIGET BreaTG aurrsHle wrble @Raurws GHn @mrHariiy mwwunserd QeudubOss
Geuaor (Hib.

e 29.10.2026 — =G5 swiey RBI aldlsafled Qurmitiy 694 Couatr(Hib; curidluler SeauerdGammeured GrFig BLBSTED,
BQubs Azrassgs Gapwuroed QULE; SErarral ufleurssarsdard SHaTalsLrs BNSHS®, iGH6TeT
sraue Hlowsgses sraflundlsg s, Corigd sfluriiy Curerm LTgsTULSET. QT el L mag
Gurgiqured swry I800 Camg @l (s2eenw BFud); WhatsApp 9,400 #58588 samdgasearsd saL Qslsg. KYC
Fwss ApMaer 30.11.2026-dge6r siflefdg), 31.12.2026- @6 Bl paniLbh$s Wlgulb eTer i Lei CQegeryead
Qgifledity.

2. L& s Lenwoliy

o @BSwE FlLGHD "IgBl L6 mag” eraiTn Bl e @@ — sl weir & urg 27.10.2024: "Himsg — Curd —
Qaweu@p".

o g Agriflcdpiiug #lLib 2000: W9fley 66C (SienLwrers Sw@), 66D (sHemflef aueTd epeuld oy, 6TOT@BLL rLomHmi).

o urrdu Blurw seramgr 2023: 19fla 318 (gwrbm), 319 (y6drwr@lL gorhm), 111 (eEhdiarbg Ghmb —
Qeawrws GHOEISET o ).

¢ RBI appmsens 06.07.2017 — " gmdsrronm Wlereran cubdll ufleurssarsaflch eumigdamawmrery Qurpitient
arbysGLubhsaisa” (aukidulea Gampur® Siheg epear@d Sy Bned — o flu sreddle ysTi seflssmed
QUM S@SWITET (B GL Qurmii] @62ev).

3. g@erflu S|rs SIS (2-dTgimp jamwdFad — 28.07.2026 Bleveuyid, 30.06.2026 cuer)

o 14C - @i Hu @2ewrws GO @HRSHSamTIY Wb (2 6TgImn Smwdsssdear Q2L SiQIaIaSLD).

o 1930 - sl Lewrbléeur 2 g6l erevor; cybercrime.gov.in — Caélw @Rawrws ool ysry Qaurwgerd (NCRP).

o CFCFRMS (2021) — f& Guragew o L Cer yarrelsgi uamsmss shéeh semwliy: 32.80 el g5g18@b CuhuL
yarisafleh ¥11,158 Camigd@d Gued smiiy.

o #5Csas puf LHCeau®h (10.09.2024): 30.48 el &b SHewLwreThser; 32.08 wlgb PsHeansd danclld &eanrsEaser udliey;
25,698 Garig ufleufssem g6t Blymaifli.

e 15.75 el &b SIM, 5.77 e &b IMEIl L &a&b; "swereuwr” gerib — 29,837 aagisEnd@ 2 6.



o Qzrles@sTLIyS gom: FehaTy FTsH QRamwugersHle "Fhag" (#hCss Sl / QFiid yamT) + el
miesT e Meyd Feridb — 04.03.2024 QgrL&&Lb.

4. RBI - auenyrey KYC #lmds Qpiser, 2026 (11.09.2026 s@mdgisCalLy)

o 31,000 sicvavgl ish@ Cuwerer, Al/ML e drefll L sarareanilii si@wliLger slOb "s658558 gels sam&EL
uflarsslear s o Larngd sHharelsl uHDS oL, PRS SOTEGS Sl Sl aulfl.

o FEMSGSTTHSS SMeiliy — 20 prafleh elergsbd; ey @e@ueaiich NCRP-CFCFRMS auflurss sreucgianms @t
uflbgieny; ufibgienrsg 30 Brafle 2 s7e| aupmellLmed 31-g,1b BreT ganL B&aD, SiFsulgib 60 Brer.

o auayelleiLig B pemmd@ eumeug 01.04.2027 (auiidlser weararsraayb QFwaLbhSsSeD); sHHs Qndl Brer
02.10.2026. 29.10.2026 sjeirm i Liyefl Qegaryed: 30.11.2026-& @6 sifledliiy, 31.12.2026-&@G6T L wpea.

5. PETH

o 2025 (g®2e cuenry): ¥314 Gamig WL &&WD; BHlwern Sigiwduar ¥62.4 Gamg urHésiu’ CLrGsesd HHLT auphise
(@2awrws @i Wifley ADGP gaeue).

e TN-S4C — sibiprpr(® wrile @2eaurud GHm @mridlariiL awwb: Srerlean (Kl2q) erar 242, o 6 (sreue-XIl) glenm,
28.07.2026; sirdlsp 12.08.2026; Qaearar 5Gsrd paf sreuef LlHAs sodanfl auerrsb (QRarws GoHmi 19fleys
S2auanowsibd); [4C-Garen wrBlev aew; 24 weflGrr ewwd — 1930 s Huurl@® siemm, SIM/IMEI wL&&Lb,
Qeawrws samasTaniliy, QEpear. @eaws sawasTaniliy; 172 areusd uaflliLmiser (5 e wi Si@ieuef + sl
ewwib 76 + edemrreanr enwwid 91); 6 Qeuafl Blyeaswriser.

o warargras: 1930 ety aww dlflarssn — 15 @esaasdr, 3 o ar(h&E ¥8.88 Caryg (rerant o 634,
19.11.2024).

o #:als sawdEg Cauleanr (06—-07.08.2026): 837 Guir ewagl; 9,804 NCRP yanisepLer QsrLiyemiw ¥545.27 Gamig
Guraul ufleufssarser; 157 ydlw FIR; 204 enaCud), 185 SIM L seb.

6. dlenLemw 2 wWiggId Q&THaer

o Qurer@er Crrb (golden hour), &elld sewrd@ (Mule account), #epss Qurdluiwe (social engineering),
Sy aror@LLD (impersonation), euiidll Qurmiiy (bank liability), e Lebd erepdsley (digital literacy).

In English

Key facts

e Supreme Court (suo motu case SMW (Crl.) 3/2025): from October 2025 (elderly couple lost ¥1.05 crore through
forged judicial orders); 01.12.2025 — pan-India CBI probe into digital-arrest cases; 28.07.2026 — the bench (CJI
Surya Kant, Joymalya Bagchi and V. Mohana JJ) suggested the Centre define "digital arrest” as a standalone
offence with harsher punishment; 04.08.2026 — RBI to adopt an SOP for temporary debit holds within four weeks;
States to operationalise State Cyber Crime Coordination Centres within four weeks.

e SC 29.10.2026 (same bench): RBI rules must carry a liability clause — where a bank's due-diligence failure enabled
the fraud, compensation not less than the amount lost; safeguards such as temporary suspension of unusual
transactions, automatic alerts to the nearest police station and physical verification. About ¥800 crore lost to digital
arrests this year (CJl); WhatsApp has banned 9,400 suspicious accounts; the AG said the KYC amendment could
be notified by 30.11.2026 and operationalised by 31.12.2026.

o Law: no procedure called "digital arrest" exists (PM, Mann Ki Baat 27.10.2024 — "Stop, Think, Take action"). IT Act
2000 s.66C (identity theft), s.66D (cheating by personation using a computer resource); BNS 2023 s.318
(cheating), s.319 (cheating by personation), s.111 (organised crime, includes cyber-crimes). RBI circular of
06.07.2017 — limiting customer liability in unauthorised electronic banking transactions (zero liability for bank
deficiency or third-party breach reported in time).

o Union (MHA, as of 30.06.2026): 14C — attached office of MHA; 1930 toll-free helpline; cybercrime.gov.in (NCRP);
CFCFRMS (2021) — over %11,158 crore saved in over 32.80 lakh complaints; Suspect Registry (10.09.2024) —
30.48 lakh identifiers, 32.08 lakh Layer-1 mule accounts shared, ¥25,698 crore of transactions declined; 15.75 lakh
SIMs and 5.77 lakh IMEIs blocked; Samanvaya — 29,837 arrests aided.



DoT: Chakshu (report suspected fraud calls/messages) on Sanchar Saathi + Digital Intelligence Platform —
launched 04.03.2024.

RBI draft KYC Amendment Directions, 2026 (issued for comment 11.09.2026): temporary debit hold on flagged
"suspected money mule transactions" of ¥1,000+ (Al/ML monitoring); account-level hold as last resort; holder gets
20 days to explain; unresolved cases referred to police via NCRP-CFCFRMS, hold lifted on day 31 after the
referral if no direction comes; maximum 60 days; draft effective date 01.04.2027 (earlier optional); comments till
02.10.2026.

Tamil Nadu: 2025 (to July) — %314 crore frozen, ¥62.4 crore returned with court approval (ADGP, Cyber Crime).

TN-S4C (Tamil Nadu State Cyber Crime Coordination Centre): G.O. (Ms) No. 242, Home (Police-XIl) Department,
28.07.2026, gazetted 12.08.2026; Cyber Crime Wing HQ, Police Training College campus, Ashok Nagar, Chennai;
State nodal agency for 14C; 24x7 hub — 1930 control room, SIM/IMEI blocking, cyber patrolling, dark-web
surveillance; 172 police posts (5 senior officers + Command Centre 76 + Investigation Centre 91); 6 external
experts. Earlier: ¥8.88 crore for 15 more 1930 call-centre seats for 3 years (G.O. No. 634, 19.11.2024).

Mule hunt (06—07.08.2026): 837 arrested; ¥545.27 crore of fraudulent transactions linked to 9,804 NCRP
complaints; 157 new FIRs; 204 phones and 185 SIMs seized.

Value-add terms: golden hour, mule account, social engineering, impersonation, bank liability, digital literacy.
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Casflu @awrws ool yary @eawrwgerid (NCRP) — yari ojeflés / 2 g6l erasor 1930 (2-6rgienm Sjenndasid —
Siflarriy e gerib) — https://cybercrime.gov.in/

Abdu QRawrws GHm eEmmdRauriiy ewwibd (14C) — sifarriy e gerb — https://idc.mha.gov.in/

@Rawrws GmHng sOLIy — CFCFRMS, #5Css pui LdlGau(®), SIM pLésbd (PIB, 2 drgienn senwngasid, 28.07.2026) —
https://www.pib.gov.in/PressReleasePage.aspx?PRID=2290366

F@haT ergdl — "gaag" Gy Sl sty (AsT2us0sTLILS glenm — SiFlaTriy el serib) —
https://sancharsaathi.gov.in/
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